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X} Key Management and Distribution

e The purpose of public key cryptography is,
1. The distribution of public keys.

.2. The use of'public key encryption to distribute secret keys.

Distribution of Public Keys

e Different methods have ]j'e_en proposed for the distribution of pl.lbl_i(: keys. These

are _ s
1. Public announcement. 2. Publicly available directory.

3. Public key authority. i 4. Public key certificates.

1. Public announcement , _
e In public key algorithm, any participant can send his or her public key to any
other participant or broadcast the key to the community at large. '

e Fig. 2.1.1 shows the public key distribution. _
PU,
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€ user
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o Fig. 212 shows public key publication.

Public key
directory

PU

~ /Fig. 2.1.2 Public key publication

' Such a scheme would include the following elements :

1. The authority maintains a directory with a {name, public key} entry for each
participant. '

2. Each participant registers a public key with the direc'fory authority.
Registration would have to be in person or by some form "of secure
authenticated communication. ' '

3. A participant may replace the existing key with a new one at any time.

. 4. Participants could also access the directory electronically.

3. Public key authority
» Fig. 2.1.3 shows public key distribution scenario.

Public KBy ~
‘authority

@

Request | Time,4 > : Request || Time,

(@ E(PUy, {IDAl| N¢] Y
: ; ' ~Responder
B

Initiator
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@E(PUZ Ny)

Fig. 2.1.3 Public key distribution scenario.
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' ; ' blic key distribution :° W _ e :
e Following c;"»teps :ﬁ:z:t;nmg:d mes:’age ‘to the public key authority _containing L
1. A sends a - -

blic key of B. : .
uest for the current pu . ' e
5 v responds with a message that 15 encryptgd. PO the autho_rlty's
B atUtl;‘;;l yPR I:h The message also contains B’s public key (PUp), originy)
private ’ auth* _ . .

request and timestamp.

3. A stores B’s public key and also use
an identifier of A (ID,) and a nonce

transaction uniquely.

4. B retrieves A’s public key from the authority in the
retrieved B's_pﬁblic key. 0 e

5 -Pubﬁc kejrs have been securely delivered to A and B and they may bégin theif
protected exchange. ‘ :

6. B sends a inessage to A encrypted with PUa and contaiﬂing A’s nonce (N;) as
‘well as a new nonce generated by B(N,).

s it to encrypt a message to B containing
(N;) which is used to identify thi

same manner as A

7. A returns N, encrypted using B’s public key, to assure B that its
correspondent is ‘A. : o |

Drawback X | .
Public key authority could be somewhat of a bottleneck in the system..The directory
of name and public keys maintained by the authority is vulnerable to tampering.

4. Public 'key certificates . |
o Certificates can be used by participants to exchange keys Without contacting a
public key authority. Certificate consists of a public key plus an identifier of the |

key owner, with the whole block signed by a trusted third party.

s jIhe. third party is a certificate authority, such as government agency or a financial
Institution, that is trusted by the user community. R

* A user can present his or her public key to the authori

e i ty in a secure manner, and
obtain a certificate. The user ¢ | - o ’

an then publish the certificate,
* Requirements on this scheme s

1. Any participant can read a certifi
 the certificate’s owner,

Any participant can verify that
authority and is not coun
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o A éertiﬁcafe scheme is illustrated in Fig. 2.1.4. Each participant applies to the
certificate authority, supplying a public key and requesting a certificate.

Certificate
- authority

Fig. 2.1.4 Exchange of public key certificates

o For participant A, the authority provides a certificate of the form
Ca = E (PRyu, [T IDAT| PUD

where PR, 4 is the private kéy used by the authority and T is a timestamp.

Distribution of Secret Keys using Public Key Cryptography

e Public key encryption provides for the distribution of secret key to be used for
“conventional encryption. - "

" Simple secret key distribution _ R
If user A wishes to cdrﬁmuﬁicate with user B, the following procedure is employed -

1. User A generates a public/private key pair {PU,, PR,} and transmits a message to
user B consisting of PU, and an 1dent1f1er of A, ID,.

2. User B generates a secret key. ( s) and transmits it to user A, encrypted with A’s
public key. '

3, "Usier A compﬁtes D(PR,, E(PU,, 1(5)) to recover the secret key. Because cmly A can
decrypt the message, only user A and user B know the identity of K.

4. Usel‘ A discards PU. and PR, and user B discards PU,.
Fig. 2.1.5 shows use of public key encryption.
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@ E(PU,.K)
public key encryption

g conventional encryption anq
both user A and B discard |

Fig. 21.5 Use of

 now securely communicate usin

e User A and B ca .
the . exchange,

the session key K. At the completion of

K, e _
e The protocol discussed above is insecure against an adversary who can in’cercep:t

messages and then either relay the intercepted message Of substitute another

message. Such an attack is known as a man in middle attack. ‘

Secret key -distribution with confidentiality and aufhentication
e Fig. 2.1.6 shows the public key distribution of secret keys.

D E(PU,[N4I1Dp]) -

@) E(PULIN;IIN,)

Responder
=B

(@ E(PU,, E(PR,.K,)) -

3 A '
returns N, encrypted using B’

correspondent ig A. S public key,

to assure B that it
B Comput : sends M =

.P' es D(PU,, D(PR,, M)) to rec E(PU,, E(PR,, Kk ) to B

’ ; Over

the SECret key .
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M Key Distribution and Certification

Management and handling of the pieces of secret mformahon is generally referred
to as key management.

Astivities of key management includes selection, exchange, storage, certification,
revocation, changing, expiration and transmission of the key.
Key management is the set of processes and mechanisms which support key

establishment and maintenance . of ‘ongoing keying relat10nsh1p between partles,
including replacing older key with niew keys. |

Two major issues in key management are -
1. Key life time 2. Key exposure

Key life time - limit of use which can be measured as a duration of time.

Issue related to key :

2

'Users must be able to obtain securely a key pair suited to their efficiency and

security needs.

2. Keys need to be valid only until a specified expiration date.
3.
.
5

The expiration date must be chosen properly and publicized securely.

. User must be able to store their private keys securely.

. Certificates must be unforgettable, obtainable in a secure manner.

1. Public Key Infrastructure

 recovery, updating and revoc

B

Public Key Infrastructure (PKI) is a well-known technology that can be used to
establish identities, encrypt information and digitally sign documents.

PKI identifies and manages relationships of part1es in an electronic exchange,
serving a wide array of security needs mcludmg access control, confidentiality,

integrity, authentication and non-repudiation.

PKI also uses unique Digital Certificates (DC) to secure eCommerce, email, data

exchange and Virtual Private Networks (VPN) and intranets and is also used to -

verify the identity and privileges of each user.

The Certificate Authority (CA) provides a full life-cycle management of pubhc
keys and certificates, including issuance, authentication, storage, retrieval, backup,

ation to the PKI.
All users of PKI must have a ‘registered 1dent1ty, which is stored in a digital
certificate issued by a CA.

Remote users and sites using public prwate keys and public key certificates can -

authenticate each other with a high degree of confidence.

m
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e Authentication is dependent on three con_ditions : ,
" 1. It must be established that each party have a private key that has no.t be?n

stolen or copied from the owner. ‘ |
2. The certificate must be issued to the owner in accord with the stated policy of

the certificate issuer.
3. The policies of the certificate issuer must be satisfactory to the parties so as ¢,

verify identity.
Benefits of PKI .
1. Confidential communication : Only intended recipients can read files.
2. Data integﬁty : Guarantees files are unaltered during’ transmission. s
3. Authentication : Ensures that parties involved are who they claim to be.

4. Non-repudiation : Prevents individuals ﬁo_m denying.

Limitation of PKI
The problems encountered deploying a PKI can be cate‘gorized as follows :
1. Public key infrastructure is new '
2. Lack of stahdards _
3. Shortage of trained per_sonnél
4. Public keyi‘nfraétructure is mostly about policies.
2. Certificate | |

e Certificates ére digital documents that are- ' . '
: used , . ik
communicating parties. 5 Tadi sed for ,secgre authentication of
e A certificate binds identify informatio - |
[ : : n abo t , 1 gl .
for a certain validity period. ‘ u. R t_he entity’s public key
® A certificate is digitally si . ‘ i
gned by a Trusted Third TTP) ”
th_at the key pair actually belongs to the entity. X Party (]TP) who has Venfled

of their bearers,

‘*  Authorities : Tt . ’
horities : The trusted party who issyeg certificate

is called a Certification Authority (K S to the identiﬁed end entities

. . ) g . g g I h

1ssuing passports for thejr citizens,

can be mana . . ' .
long to the s 1’Eed by an external certification servicé:
€ Organization as the. end entities

o G A e

* A certification authority
provider or the CA can be
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ates to other (sub) CAs. This leads to a tree-like

to maintain; different Organizationa]
or it may be important for a CA to

* Fig. 2.1.7 shows the hierarchy of ce_rtiﬁcate- authorities.

l Root CA I
l Asia CA l '_Europe CA I USA CA
CA _

g

Subordinate Subordinate Subordinate
CA CA

|- :

Marketin Engineerin
l Sales CA l - l agi gl gCA x
CA

Subordinate Subordinate
CA

Subordinate

—j Certificate
| issued by
Engineering CA

Fig. 2.1.7 Hierarchy of CA
* In the Fig. 2.1.7, the root CA is at the ‘top of the hierarchy. The root CA's
certificate is a self-signed certificate : That is, the certificate is digitally signed by

- the same entity. _
. The CAs, that are directly subordinate to the root CA, have CA certificates signed
by the I'(;Dt CA. CAs under the subordinate CAs in the hierarchy have their CA.

certificates signed by the higher-level subordinate CAs. .
* Organizations have a great deal of flexibility in terms of the way they set up their

CA hierarchies.
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_ , s : PRI
i o 8 ries of certificates issued by cessiv,
ifi . . . Certificate chain 18 se .
o Certificate chains : Ce
CAs. |
e In some cases, a CA can dele
some other administrative tas

(RA).

ve':fy:/':fg}\:: :i:t;:t::cation is required, the entity presents a siggq.tures it has genf!rated
from authentication data using its private key, and a <_:e1;t1f1<;ate corresponding to
that key. : _ ' |
e The receiving entity can verify the signature with the p
contained in the certificate. | : et
e Next the réceiving entity must verify the certificate itself by checkipg the validity
time of the certificate and the signature of the CA in the _Certi_ﬁcatg.

o If the CA is a sub CA, the receiving entity must also verify the signatures of all
higher-level CAs up to the root CA. :

e The list of certificates heede.d for verification is called a certificatioﬁ path._

on of end entities as we]] i

| : ; ificati
the actual identification e
ate the : the Registration Authority

ks to a separate entity,

ublic key of the sender

o If all signatures are valid and the receiving entity trusts the root CA, the first
entity will be authenticated successfully. |

e If a private key of an end entity is compromised or the right to authenticate with
a certificate is lost before its natural expiration date, the CA must revoke the
certificate and inform all PKI users about this.

e The CA will periodically publish a Certificate Revocation List (CRL)

The CRL is a list identifying the revoked certificates and it is signed by-the CA.

* The end entities should check the latest CRL

validity of a certificate. w whenever they are verifyingl e

3. Key length and encryption strength

Key length j R T e : stronger encryption.
i y. ns is m.easured 1n.b1t_s. For example, 128-bit Lo G5 ypd |
ymmetric-key cipher Supported by SSL prc y : it keys for use with the RCH
. protection than 401bi keys for use with the sqpmg o0 <"1 better cryptograph
® Roughly .S'Peakj_n 128_b- ame ¢ ) JE
ROk enixyriion, & 20b1t RC4 encryption 18.3%10% times " str I'h 40-bit
. | ! _ s B onger than 4V
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* Different ciphers may require different keynlengths to achieve the sa
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me level Of

~ encryption strength

The RSA cipher used for public-key encryphon, for example, can use only a subset
of all possible values for a key of a given length, due to the nature of the
mathematlcal problem on which it is based '

Other ciphers, such as those used. for symmetnc key encryption, can useé all
possible | values for a key of a given length, rather than a subset of-those values.

Thus a 128-bit key for use with a symmetric key encryption cipher would provide -
stronger encryptmn than a 128-bit key for use with the RSA" pubhc-key t’-'l'lCI'Ylf"tl‘:m
c1pher '

| Key Distribution -

For symmetrlc encryptlon to work, the two parties to an exchzinge"must share the
same key, and that key must be protected from access by others. Key distribution
ref.e1_'s to the means of delivering a key to two parties who wish to exchange data,
without allowing others to see the key. o .

For two parties A and B, key distribution can be achieved in a number of ways, as

follows.
1. User A can select a key and physucally deliver it to user B.

2. A third party can select the key and physmally deliver it to user A and user B.

3. If user A and user B have previously and recently used a key, one party can
transrmt the new key to the other, encrypted using the old key.

_4 Huser A and user B each has an encrypted connection to a third party C, C
an deliver a key on the encrypted links to user A and user B.

For manual delivery of key, Optlol'ls 1 and 2 are used. These options are smtable

for link encryption. ;
Option 3 is suitable for link encryptlon or end- to—end encryptlon

For end-to-end encryptlon some variation on option 4 has been widely adopted

" The use of a key distribution center is based on the use of a hierarchy of keys. |
Minimum two levels of keys are used. Fig. 2.1.8 shows the use of a key hierarchy.

Communication between end systems is encrypted using a temporary key, often

referred to as a session key. The session key is used for the duratlon of a log1ca1
connection, such as a frame relay connecnon, or transport connection and then .

dlscarded

TEAHNICAL PUBUCAT!ONS® - an up-thrust for knowledge
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Data
: ' ) Cryptographic protection
Session keys ; L J k _
At /!
N -~ l— L — ; ” & i
Master keys Non-cryptographic protection

Fig. 2.1.8 Use of a key hierarchy

" e Session keys are ?ran‘srﬁittéd in encrypted form, ﬁsing a master key that is shared
- by the key distribution center and an end system or user. For each end user, there
is a unique master key that it shares with the key distribution center |

A kéy distribution scenario

. a. -
ko ' ' ' TECHNICAL PUBLICATIONS® N'Fay ;

- 1
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3. A stores the session ke
information that origin
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y for use in the upcoming session and forward to B the
ated at the KDC for B :
4. User B sends a nonce N, to A,

o Fig. 2.1.9 shows the key distribution scenario,

Y

@) E(Ky, [KJ[IDA])

Fig. 2.1.9 Key distribution sbenario

¢ Steps 1, 2 are used for key distribution and steps 3, 4, 5 for authentication.
Session key lifetime .

1. For connection-oriented protocol
o Use the same session key for the length of time that the connection is open.

Use new session key for each new session.

e For long lifetime, change the session key periodically.

2. For connectionless protocol
e The most secure approach is to use a new session key for each exchange. For
connectionless protocol such as a transaction-oriented protocol there is no

explicit connection initiation or termination.

Transparent key control scheme
- Fxg 2.1.10 shows automatic key cl1str1but1on for connection - oriented protocol.

* Assume that communication make use of a connection-oriented end-to-end
» Protocol, such as TCP. - '

E
b

®

L.imiimaTiAnie” _ an nunthrist for knowldade~a
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HOST
~ HOST
mesecisay | Applcaion )
| ( Aepication ) N
R e et !
LHO 00
IR A .
E T — Security |
| Security \._, 7 service |
\ Sservice - -

Fig. 2.1.10 Autbmatic key distribution for connection-oriented protocol

* Following steps occurs :
1, Host sends packet requesting connec_tion.

2. Session Security Module (SSM) saves that packet and applies to the KDC for
permission to establish the connection. ?

3. KDC distributes s_essiorllhkey to both hosts.

4. The requesting SSM can now release the connection request packet, and a
connection is set up between the two end systems. |

Decentralized key control

* Decentralized approach requires that each end s
Secure manner with all potential parter end s
distribution. g

ystem be able to communicate in a
ystems for purposes of session key

2. B responds with a message

that is encryped using the shared master key.

B Using the new session key, A returns f (N,) to B
(DIDAIN, _

@ E(MK_, I[KS||IIDA||IDE||f(N

G))
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m X.509 Certificates

) X50c9h W% PHEL ORISR0 recommandations for directory service i.e. set of servers
which maintains a database of information about users and other attributes.

o X509 defines authentication services e. g. certificate structure and authentication
P;Otoiolis 1:'\lsc) X.509 also defines alternative authentication protocols base on use
of public-key certificates. The X.509 certificate format is emphed in S/MIME, IP
security, SET and SSL/TLS.

. X'.509 ;tandard uses RSA algorithm and hash function' for digital signature.
Fig. 2.2.1 shows generation of public key certificate.

: May-18,19, Dec.-21

Unsigned certificate Hash code

: generation

User ID, ' "
User's public key H W

Encryption of hash code
with certifying authority's
private key to form signature

e Verify signature
Signed \gm gA‘s
certificate public key

Fig. 2.2. 1 Public key certificate

X.509 Format of Certificate
e The current version of the standard is version 3, called as X.509V3. The general

format of digital certificate X.509V3 is shown in Fig. 2.2.2. - - -

Versmn

Cerhﬁcate Serial Number

Signature Algorithm Identifier|

Issuer Name
Period of Validity
 Subject Name

‘Subject’s Public Key Info.

Issuer Unique Identifier

o e N oy U e W N =

Extensions

N
[==]

11 Signature

Fig. 22.2 X. 509 Dlgntal certificate format version 3

TECHNICAL PUBLICATIONS® - an s thsl o ke
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Netwark Security ; | e .1 ‘ L
fies successive versions of certificate format the default is version
ion : Identifies S - | | e
1.. Version ial number : It contains an unique integer number, which i
2. Certificate seria noe: o |
enerated by Certification Authority (CA) | : Gt
" Igorithm identifier : Identifies the algorithm used by o sign
3. Signature a : '. |
the certificate. | L
4. Issuer name : Identifies the distinguished name of the CA that Freate and signeq

this certificate. N _ :
Period of validity : Consists of two date-time values (not before and not after)
within which the certificate is valid. ..

Subject name : It specifies the name of the user to whom this certificate is issued,

Subject’s public key information : It contains public key of the subject and
algorithms related to that key. _

Issuer unique identifier : It is an optional field which helps to jdenﬁfy a CA
uniquely if two or more CAs have used the same Issuer Name.

Subject unique idenﬁfier . It is an optional field which helps to identify a subject
uniquely if two or more subjects have used the same Subject Name.

10. Extensions : One or more fields used in version 3. These ‘extensions convey

additional information about the subject and issuer keys. -

11. Signature : Tt contains hash code of the fields, encrypted with the CA’s

private key. It includes the signature algorithm identifier.

Standard notations for defining a ‘certificate
-~ - CA<<A>> = CA[V, SN, AL CA, T\A, A} -

where, ; : : '

Obtaining User's Certificate

The characteristics of user certificate are -

1" Any user who can access public key of CA can verify user public key

2. Only certification Authority (CA) can modify the certificate '

All user certificates are placed in a

directory f o i ;
key provided by CA is absolutely se ty Ior access of other users, The public

cure (w.r.t, integrity and authenticity).
te from CA X

; 1 and user B has obtained 2
If A don’t know _the Public key of X,, then B’s certificate

If user A has obtained 2 certifica
certificate from CA X,.
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public keys by two CAs,

@ Revocation of Certificates

. The. certificate should be revoked before ool Sl e
expiry because of following reasons. :

1. User’s private key is compromised,

2. User is not certified by CA.

Issuer name

Latest update

3. CA’s certificate is compromised. -
o Each CA has a list of a]] revoked but not Nexllipdate
_expired  certificates. The Certificate
Revocation - List (CRL) is posted in
directory signed by issuer and includes
. issuer’s name, date of creation, date of
r next CRL. Fig. 2.2.3. Certificate revocation
E list. \Each certificate has unique serial _ _
; number of identify the certificate. : e

Revoked certificate

Revocation date

_ ey 2 Fig. 2.2.3 Certificate revocation list
Authentication Procedures :

* X.509 supports three types of authenticating using public key signatures. The types
of authentication are _ iy ;
1. One-way authentication 2. Two-way authentication

3.- Three-way authentication
1. One-way authentication |
e It involves single transfer of information from one user to other as shown in
Fig. 2.24. .

Fig. 2.2.4 One way authentication
3 2 Two-way authentication T
* Two-way authentication allows bkl P= .
identity of the user.

' +e~uniCAL PUBLICATIONS

s to communicate and verify the

- an up-thrust for knowledge
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3. Three-way authentication

Review Questions

Network Security

- Fig. 22,6 shows three-way i

Fig. 2.2.5 Two-way authentication

Three-way authentication is
used where synchronized
clockes are not available

authentication.

Fig; 2.2.6 Three-way authentication

|

1. Explain briefly about the architecture and certification mechanisms in Kerberos.and X.509. |

8 AU : May-18, Marks 16 ‘
2. Explain the format of the X.509 certificate. AU : May-19, Marks 6

3_’. Shortly describe about the elements of X509 certificate, ; (AU : Dec.-21, Marks 9 |

Public-Key Infrastructure

Key life time - limit of use which cém be m
Issue related to kéy : |
_1. Users must be able to obtain

2.

Management and handling of the pieces of secret information is generally referred
to as key management,

Activiti'es of key management -includes selection, exchange, storage, certification,
revocation, changing, expiration and transmission of the key. “ '

Two major issues in key management are :
1. Key life time

2. Key exposure -

securel : O ; .
security needs, 'y Y a key pair suited to th.en-' efficiency and

Keys need to be valig only until 4 Specified ‘expiration date; |

TECHNICA! DIiD: 1 s —  ®
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work Securty | -‘

User must be able to store their p

Certificates must be unforgettah)e

» Obtainable ;
N Public key infrastru c_ture . In a secure manner.

) to secure eCommerce, email, data

orks (VPN) and intranets and is also used to
each user.

vgrif_y the idenﬁty and privileges of
The Cerﬁﬁcat-e. .Autht?l'il'y (CA) provides a -fu]l life—cyc_le management of public
keys and certificates, including issuance, authentication, storage, retrieval, backup,
recovery, updating and revocation to the PKI.

All users of PKI must have a registére‘d.

identity, which is stored in a digital
certificate issued by a CA. - .

Remote users and sites using public private keys and public key certificates can
authenticate each other with a high degree of confidence.

Authentication is dependent on three conditions :

1. It must be established that each party have a private key that has not been .

stolen or copied from the owner.

2. The certificate must be issued.to the owner in accord with the stated policy of

| 1.
B
i s
P L

X

Limitation of PKI'

The problems encountered deploying 2

the-certiﬁcate issuer. .
3. The policies c)f the certificate issuer must be satisfactory to the parties so as to
- verify identity. '

_ Benefits of PKI

Confidential communication : Only intended recipients can rea'd.ﬁle's.
Data integrity : Guarantees ﬁles.are unaltered during transmission.

Authentication : Ensures that parties involved are who they claim to be.

Non-repudiation : Prevents individuals from denying.

PKI can be categorized as follows :

Public key infrastructure is new

. ® n up-thrust for knowledge
UBLICAT!ONS - a
TECHNICAL P
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= Lack of standar_ds : s ‘

3. Shortage of trained personnel ”
" 4. Public key infrastructure is mostly about p011c1es.'

ficate ' ) o
2. Certi ents that are used for secure authenhcatmn o

'Aufhority.

Certificates are digital docum

icati arties. ' > Cy
: mcer:tiufrita't:nbgin[:is‘ identity information about 'a'n entity to the ‘eritlt'y's public key
for a certain validity period. ' : ;
A certificate-is digitally signed by a Truste
that the key pair actually belongs to the entity. | |
Certificéfes can be thought of as analogous to passports that guarantee the identity

d Third Party (TTP) who has verifie

of their bearers. ) , : _ _
Authorities : The trusted party who issues certificates to the identified end entities
is called a Certification Authority (CA). S, |

Certification authorities can be thought of as being a_nalogoug, to governments
issuing passports for their citizens. '

A certification authorit}} can be managed by an external certification service
provider or the CA can belong to the same organization as the end entities.
CAs can also issue certificates to other (sub') CAs. This leads to 'a tree-like
certification hierarchy. e T .

The highest trusted CA in t_he tree is called a root CA.

In large organizations, it may be appropriate to delegate the '.responsibﬂjty for

issuing certificates to several different certificate authorities.

For example, the numb_er,of certificates required majz be too large for a single CA
to maintain; different organizational units may have 'différent & 1g

or it may be important for a CA to be physically located in
area as the people to whom it is issuing certificates. |

The X.509 standard includes a mo

policy requirements;
the same geographi

In the Fig. 23.1, the root CA i
certificate is a self-signed certificate
the same entity -- the root CA.

at the top of the hierarchy. The root CAS

: that is, the certificate is digitally signed bt



L : : 2-21 ‘
é / \ Key Management and Authentication

| A P | Rootca | |

\
\
@ Burope CA USA
— : ; CA |
_ Sub%rg:nate ' ~ Subordinate " Subordi
- CA cgg:nate
l Sales CA | | Marketing Engineering
\ CA i OA
Subordinate Subordinate e
~ CA CA “Subordinate
- CA

—y Certificate
| issued by
Engineering CA

Fig. 2.3.1 Hierarchy of CA

The CAs, that are directly subordinate to the root CA, have CA certificates signed
by the root CA. CAs under the subordinate CAs in the hierarchy have their CA
certificates signed by the higher-level subordinate CAs.

* Organizations have a great deal of flexibility in terms of the way they set up their
CA hierarchies.

- o Certificate chains : Certificate chain is series of certificates issued by successive
- CAs. | |

* In some cases, a CA can delegate the actual identification of end entities as well as
" some other administrative tasks to a separate entity, the Registration Authority
(RA).

Verifying certificates - ' _
-fywi .th tication is re quifed; the entity presents a mgnaturg it has genferated
s ;n al:h e? 1Ction data using its private key, and a certificate corresponding to
authentica

that key.

‘ Sk ionature with the public key of the sender
* The receiving entity can verify the sign .

contained in the cerﬁﬁcafe' :
* Next the receiving entity muSt.Verlt{Zre
time of the certificate and the sign?

S —— ///m; knowledge

. ) 2 ® L u =,

the certificate itself by checking the validity
of the CA in the certificate.
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If the CA is a sub CA, the receiving entity must also verify the signatyye, of
i ot CA.

higher-level CAs up to the root C ! b b

The list of certificates needed for verification is called a certification path,

.- If all signatures are valid and -the-receivmg entity trusts the root CA, the firg

entity will be authenticated successfully.

e Ifa private key of an end entity is compromised or the ri
a certificate is lost before its natural expiration date, the CA must revoke the

certificate and inform all PKI users about this. ;
* The CA will periodically publish a Certificate Revocation List (CRL). ‘
* The CRL is a list iden%g the revoked certificates and. it is signed by the Ca_

* The end entities should check the latest CRL whenever they are verifying ,
validity of a certificate, ' - :

ght to authenticate With

‘3. Key length and encryption strengfh

* The strength of encryption depends on both the cipher used and the length of the
key.

- Key length is measured - in bits, ‘For example, 128-bit keys for use with the RC4
symmeimc-_key cipher supported by SSL provide significantly better cryptographic
Protection than 40-bjt keys for use with the same cipher, |

@ Roughly speaking, 128-bit RC4 encryption is 3x1026

- RC4 encryption. times stronger than 40-bit

ey of a given length, rath
_ _ use with ymmetr: :

Stronger €ncryption than a 1218 ' ? . Stric key €Ncryption Cipher would pl'o‘"idE
cipher, . - bit key for yge With the Rg pEblic' key encrypti®
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, User authentication ig a securit

accessing device or netwoyj It'y Process thay

. S AUS a logi

personahze d passwords " gl ok agllt\hpr?cedure where an application requests

o login rights o the e 11 Orized access to it. If a user lacks the
: 1r authentication fails,

Prevents ynauthorized users from

'The antics of attackers only hold water

authentication is like a barricade that locks the
can't pull it down.

if they gét into .network. The
m out. As long as it's strong, they
o User authentication enforces -confidentiality, establishes trust and guarantees
privacy. Visitors to network will be willing to spend a minute or two on the
authentication process along as it secures . them from attacks.

Remote User Authentication Principles

* Authentication Protocols are used to convince parties of each other's identity and
to exchange session keys. They may be one-way or mutual.

* Authentication techniques are used to verify identity. . The authentication of
authorized users prevents unauthorized users from SRIRIE -acess: Io.jeorporate
information systems. Authentication methoc.l is. of Vahdatn}g the 1dent1ty of user,
service or application. The use of authentication mechanlsms can also prf:‘vent'
authorized users from accessing information that they are not authorized to view.

° L i ' o ways . ! \
S b 7t e e, e
. g :
identification number (PIN).
2, Something the individual 'possesses sy b
electronic' keycé.r dS, Smart cards a-nd PhY51 g b ﬁ_ﬂ . .
3, Bnettiin e individial B Beples ndlude ecapiison. By SRgepEy
.Ome'g_einlv * i : _ ;

retina and face. B e e i e e
e G : . hrust for knowledge
TECHNICAL pPUBLI -

. Examples include cryptographic keys,

CAT!ON$® - an up-t




2. 24 Key Management and Authenticaﬁo”

Nerwork Secuﬁt)) = I
.- - . . v : : .t‘c)'. b :
4. Something the individual does : Examples include recognition by voice Patter,

" handwriting characteristics etc.

XX Mutual Authentication

e Mutual authentication allows for both ends
théy dre communicating with. |

o Central to the problem of aut
Confidentiality and timeliness. i 7 3

e To prevent masquerade and to prevent compronﬁse of session _ke:ys, essentig]
identification and session key information must be communicated in encrypteq
form. ' | |

e This reqmres the prior existence of secret or public keys that can be used for this
purpose. The second issue, timeliness, is important because of ‘the threat of
message replays. Timeline prevent the replay attacks.

t_o know that they trulj know Whop,

henticated key exchange are two isgyeg _:

o This requires the prior existence of secret or public keys that can be used for this
purpose. The second issue, timeliness, is important because of the threat of
message replays. Timeline prevent the replay attacks.

~ Examples of replay- attacks |
1. Simply replay : The opponent simply copies a message and replays it later.
2. Repetition that can be logged : Replay time stamped message within valid time.

3. Repetition that cannot be detected : Original messa
, message arrives. : -

ge suppressed and only reply

4. Backward replay without modification.

Replay attack countermeasures

~® At minimum, a successful replay .can Fdisru
. Messages thqt appear genuine but are not.
* - Possible countermeasures include the use of : |

1. Sequence numbers - Generally Jimpractical

used with every communicating party.

2, Timestamps : Needs s
can be problematic.
Challenge/ response :

* suitable for connection]

pt Operations by presenting parties Wit_h

since must remember last numbe!

ynchronized clocks amongst all parties involved, whid!
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m One Way Authentication :

The server may or may not be

EEE] Password based Authentication |

o Password is a front . , ;
the system. A passwolrg Pmtec"‘fm against the unauthorized access (intruder) to
the system. Therefore al Authenticate ‘the identifier (ID) and provides security to

aimost all systems are password protected.

‘1] password vulnerability

Passvaords e EXRe@ely common. Passwords can often be guessed. Use of
mechanisms to keep passwords secret does not guarantee that the system security can
not be broken. It only says that it is difficult to obtain passwords. The intruder can
always use a trial and error method. A test of only a limited setof potential strings
tends to reveal most passwords because there is a strong tendency for people to choose
: relatively short and simple passwords that they can remember. Some techniques that
may be used to make the task of guessing a password difficult are as follows

1. Longer passwords.
2. Salting the password table.

.
[ — T —

3. System assistance in password selection.

The length of a password determines the ease with which a password can be found
by exhaustion. For example, 3-digit password provides 1000 variations whereas a four,
digit passwords provides 10,000 variations. Second method is the system assistance. A
password can be either system generated or user selected. User selected passwords are
often easy to guess. A system can be designed to assist users in using passwords that

are difficult to guess.

2] Encrypted passwords .

Instead of storing the names and pa_sswords in _plain- text form, -they are -encrypted |
i e cipher text form in the_table. In this case, mst.ead of directly using a user
specified name and password for table lookup, they are first enc-rypted afnd then the
results are used for table lookup. If the stoxfed encoded passwor‘d is seen, it can not be
loaded, so the password cannot be determined. The password file does not need to be

kept secret.

3] Ope time |

: passwords : " o e 5 -

; : . ffing. When a session

: , - the problem of password sniffing ; _

- S.et c;; paired passworc;s 5011:55 andppresents one part of a password I?au'; user must
gins, the system randomly se d and must respond with the correct

‘Supply the other part. In this, user is 'challenge ;

———

: | led,
TECHNICAL UBLIGATIONS® - an up-thrust for knowledge
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: d : -' is different in each insfanCe,
: thod, the assword is _ s One
at challenge. In this me y pas: event improper authentication dye o

f one time password system such i

answer to th r
time passwords are among the only ways to PI

' password exposure. Commercial implementatlons 0
secur ID, use hardware calculators.

Password selection strategies
e Too short p.as‘sword is too easy to guess. If the pass
is impossible to crack the password. In order to e
four basic techniques are suggested.
1. User education

ward is 8 random character, j
liminate gaussable passworq

2. Computer generated password
3. Reactive password checking
1

. Proactive password checking )
Remote User-Authentication using Symmetric Encryption

1. Mutual authentication :
o The Needham Schroeder .protocol, refers to two methods of communication
protocols through an insecure network. I -
1. Needham Schroeder symmetric key protocol, which is based on symmétric

encryption algorithm to establish a session key between two parties in a
network. i '

2. Needham Schroeder public-key protocol, based on the public key cryptography

to provide mutual authentication between two communication parties over a
" network. ' '

' 'Needham schroeder public key authentication protocol

. Ihe Needham Schroeder _publiq ‘key authentication protocol aims 'to provide 2
mutual authentication between two parties Alice (A) and Bob (B). .

e Both parties want to insure eac;h other identity before starting to communicate.

e . The protocol is as follows : -
a. K and K§j g’fe Alice'sl public key and Bob's public key respect{vel
b. N, and Ny are nonces generated by A and B respectively. | y"
1L A>B:(Ny, A, (nity o o

Alice generates a nonce N : '
) A and send il b ‘o il
_e‘rlcfypted using Bob's public key. o 35 A ot 1dent1’;y. Everytoit "

2. B> A:(N,, Nplk, (Challenge)
Bob generates a nonce Ng, .

; and sends it to Alj : g : P i
way to prove that he is reall Alce ith N4 he has just received. L]

t ;
y the owner of the private key. corresponding to Kg- In
TENL A A wmeoenh o e\ - __._—//




R ___,_,1
(=] .z%-
2\
3
3
F

!

|

1

|

KDC

Alice
W

" Bob

Kg(A, Ké)" Ks(Ras) | ] >

5

KS(RB_ 1) — . .

Fig. 2.6,1 Needham Schroeder authentication protocol

" 2. Based on shared secret key :

In this protocol, a secret key is shared with both party. i.e. source and destination. -
One party sends random number to the other, c‘)ther' side transforms it in a special way
and then returns a result. This type of protocols are called challenge-response protocols.
The working of this protocol is as follows. |

First the party 1 sends a message 1 to

party 2 i.e. identification of party 1. The party 2 - | Message 1 '
needs to find out the message which it received .

Message 2
i third party. i
$ from party 1 or any other p rty. > f— %
Party 2 sends a large random number to £ {2
0 | Message 4 o

Party 1 in plaintext. The party- 1 then encrypts .
the message with the key which shares with’ Message5
Party 2 and sends the ciphertext back in
Message 3, When party 2 receives this message,
they know that message is from party 1
because of the shared secret key. Uptill now

Fig. 2.6.2 Two way authentication using a
challenge-response protocol

-.__‘_______

CHNIGAL PUBLICATIONS® - an up-thrust for knowledge
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: g x| o 1 is not sure about Iﬂ'] '
unication, but party .' iy

a?out ;"fr:::y 2. The party 1 sends a random number to pa

him and p h secret key, party 1 knows the,

' it
n party 2 responds Wi . .
oy, TEis grotocol has some disadvantages. It is slower ap, 4

be eliminated by combi_ning information.

mmetric Encryption

party 2 is sure only
communication between
2 as plaintext in message 4. }
are communicating with party 2.
contains extra messages. These can

Remote User-Authen_ticatioh Using Asy

1. Mutual authentication :

In this method, A sends a random
number R, and identity by encrypting. A
uses B’s publickey Ep for sending
‘message. When B receives this messages, B |
sends A back a message containing A's - | A
random number R, and his own random i
number Rp and a proposed session key, |  |Message3 Kg(Rp)
K;,. When A gets message 2, A decrypts it
L b S R T Fig. 2.7.1 Authentication using
message 2, A finds out the random number public key cryptography
R,4. A knows that message 2 is from B ; :
only. Then A agrees to the session by sending back message 3 to B. When B reads Rp
encrypted with the session key which is generated by B, B knows that A got message 2
and verified R 4. 4 ' _ : ' '

" | Messaget Eg(ARa)

Message2 -Ex(RaRg.Ks)

. This protocol does has some disadvantage. It assumes that both ﬁser (A and B)
already know each others public keys.

2. Certificate based authentibcaiion :

* Client have a 'public key
certificate. Fig. 2.7.2 shows the

certificate based authentication.

* A sends his certificate = in

message 1. ' 1 ~ Certificate chain

. B performs certain checks o ; = ¥
Wh-ich includes principal name, - SENIEL ;. el 2
:ahditj.z period,  certificate i E -
authority etc, . 3 Apr (R) -

®* Btheng ' ] o |
nonce R.e o e challenge e "

Fig. 2.7.2 cortiﬁc_ate'ba_séd authentication



1

WNOM!* SBCUﬁ_fy " 2-29

S

'Key Management and Autheﬁtication

o A responds by encrypting the challenge with his private key.

When B receives Ej  (R), he decrypts it with A's public key and compares it with
the nonce he transmitted in message 2. '

o It they match, he concludes that A has used the private key corresponding to the

m Kerberos Systems

public key in his certificate,

AU : May-14,15,18,19, Dec.-21

Kerberos is an authentication protocol. It providés a wéy‘ to authenticate clients to
services to each other through a trusted third party.

Kerberos makes the assumption that the connection between a client and service is
insecure. Passwords are encrypted to prevent others from reading them. Clients
only have to authenticate once during a pre-defined lifetime.

Kerberos was designed and developed at "MIT by Project Athena. Currently,
Kerberos is upto Version 5. Version 4 being the first version to be released outside
of MIT. :

Kerberos has been adopted by several private coinpanies as well as added to
several operating systems. '

Its creation was inspired by client-server model replacing time-sharing model.

- Kerberos is a network authentication protocol designed to allow users, clients and

servers, authenticate themselves to each other.

‘This mutual authentication is done using secret-key cryptography with parties

proving to each other their identity across an insecure network connection.
Communication between the client and the server can be secure after the client
and server have used Kerberos to prove their identity. |

From this point on, subsequent communication between the two, can be encrypted

to assure privacy and data integrity.

Requirement of Kerberos

\_‘-—-__—__

Kerberos client/server authentication requirements are : -
L Security : That Kerberos is strong enough to stop potential eavesdroppers

from finding it to be a w’eak_ link. |
2. Reliability : That Kerberos is highly reliable employing a distributed server
" architecture where one server is able to back up another. This means that

Kerberos systems are fail safe, meaning graceful degradation, if it happens.

3. Transparency : That user is -not aware that autheljtlcanon is taking Pl.ace

beyond providing passwords.
4. Scalability : Kerberos systems accept and support new clients and servers.

TECHNICAL PUBLICA T10NS® - an up-thrust for knowledge
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eet these requirements Kerberos designers proposed a third-party trustg
e To meet ’

authentication service to

arbitrate between the client and server in their Mufyy

- authentication.

Kerberos Terminology . i
"« Kerberos has its own terminology to define various aspects of the service.

1.

2.
3.

Authentication Server (AS) : A server that issues tickets for a desired servj,
which are in turn given to users for access t0 the service.

Client : An entity on the network that can receive a ticket from Kerberos.

Credentials : A temporary set of electronic credentials that verify the identity
of a client for a particular service. It also called a ticket. -

Credential cache or ticket file : A file which contains the keys for encrypting
communications between a user and various network services. .

Crypt hash : A one-way hash used to authenticate users.
Key : Data used when encrypting or decrypting other data.

Key Distribution Center (KDC) : A service that issue Kerberos tickets and
which usually run on the same host as the Ticket-Granting Server (TGS).

Realm : A network that uses Kerberos composed of one or more servers called
KDCs and a potentially large number of clients.

Ticket-Granting Server (TGS) : A server that issues tickets for a desired

service which are in turn given to users for access to the service. The TGS
usually runs on the same.host as the KDC.

10. Ticket-Granting Ticket (TGT) : A special ticket that allows the client to obtain

additional tickets without applying for them from the KDC

' Kerberos Version 4

* Kerberos version 4 uses DES for rovidi
vidin allr o % _
version 4 are P 8 authentication service. Some aspect o

A) Simple Authentication Dialogue. |
m Simple Authentication Dialogue |

.B) More Secure Authenticatidn Dialogué-
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Client is represented ag ¢

Authentication server ig Tepresented ag AS

Server is represented as v

Ideqnﬁer of user on C js fepresented as ID

Idgntiﬁer of V is reépresented as ID., v

v
Passward of user on C js P

- Network address of C jg fepresented as IAD

: C

Secret encryption key shared by AS and V is Ky
Then consider a hypothetical dialogue.

_Sender and recei_ver Cohtents of message
1. CS A8 * ID¢ |[Pc || IDy,
L AB i i * Ticket

4. Ticket ' = E[Ky, (D¢ || AD¢ || IDy )]

: Explanafion'
1. Client CIogé on to workstation requesting to access to server V : The workstation
requests user’s passward and sends message to AS including user ID + server
ID + user passward. The AS checks this message with database and verifies it.

AS issues ticket : ‘On verifying the tests. AS issues ticket containing user

ID + server ID + network address.

Client C. applieé server V . With this ticket, client C asks server V for access.
Server V decrypts the ticket and verify the aunthenticity of data then grants the
‘requested service. In - above hypothetical ~dialogue, symbol || represents

concatenation.

EXERY Securé Authentication Dialogue - i | |
* Kerberos version 4 protocol ensures secure authentication dialogue involving three

sessions. . ’ i, - - | :

i] Authentication Service - Exchange to obtain ticket-granting ticket.

ii] Ticket-granting Service - Excha .

iii] ‘Client'/ servér._ authentication - Exch

nge to obtain service granting ticket.

ange to- obtain service.

e

T;ECHN!'CAL PUBLICA 116NS® - an up-thrust for knowledge
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J .Eéc}-\ of the above session has two steps, as shown in table below
- Sesslon - Step' . Bendel e e
2 5 Ml L C— AS _
i ; [ii] 3. C —) TGS (Tlcket—grantmg serVer)
[iii] 5. C - V
' V—C

e Fig. 2.8.1 shows how the steps are executed in Kerberos version 4.

: Kerberos
2. AS verifies
Hser _ — J> Authentication N—
r— | server (AS) : |

Database

———L_n | Ticket-granting
T | server (TGS)

4. TGS decrypts ticket

1. User logon
3. User password
5. Sends tickets and
authenticator
to server

Server

——| 6. Server verifies ticket and authenticator

Fig. 2.8.1 Overview of kerberos

yR: %) Kerberos Realms

e The constituents of a full-serwce Kerberos envuonment are,
' a) A Kerberos server

b) Clients

c) Number of application server.
® Requirements of Kerberos sever :
a) Kerberos server should have user ID.

b) Hashed password for all users.
c) All users should be reglstered with Kerberos server,
d) Kerberos server should have secret key with each server.

- e) All servers should be registered Wlth Kerberos server.
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o A Kerberos realm is referreq . .

as is th ‘
- All nodes share same secy € environment where

. . red databage,
- Changing and accessin

th
“password. 8 the Kerberos database requires Kerberos master

EEEN Kerberos Version 5
;. Yer-si.on 14 of Kerberos have some environmental shortcoming and tec-:hnical
deficiencies. '
Environmenta'l shortcomings of version 4
1. Encryption system dependence
2. Internet protocol dependence
3. Message byte ordering |
4. Ticket lifetime |
5
6

. Authentication forwarding

. Inter realm authentication:

Technical deficiencies of version 4

1. Double encryption — * °
2. PCBC (Propagating Cipher Block
3. Session keys

4. Password attacks
m Version 5 Authentication Dialogue =~

* The Kerberos version 5 message exchange involves th_ree session, these are
1. Authentication Service Exchange
2. Ticket - Granting Exchnage

3. Client/Server Authentication Exchangei 24
* Each session has two steps. Ta‘ple 281 s

functions.

e . /——_’_’5'\/1_5 fnr lnnwladna

Chaining) encryption

mmarizes session, steps and their’
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Session | 4 ISteP A Function i
TR T iR T T o
55 S : : C —»>AS  To obtain thkEt~grantmg ticket
Q| Apphcatr.onISerwce Exchange e ‘
R N S BERSGEN a8 il e e b o
il  Ticket-Granting Service Exchange C > TGS  To obtain service-granting ticket
‘ s TGS —C _
B et . - . N e e e NS S e e AT,
[ii] Client/Server Authentication Exchange s B To 0bta'in service.
U V->C
L | oL
Table 2.8.1

o The flags field is expanded in ticket in version 5 of I(erberos Various flags thy

may be included in a ticket, are

i) INITIAL
iv) RENEWABLE v) MAY-POSTDATE
vii) INVALID viii) PROXIABLE

x) FORWARDABLE

ii) PRE - AUTHENT iii) HW-AUTHENT
~ vi) POSTDATED

ix) PROXY
xi) FORWARDED

Comparison between Kerberos Versions 4 and 5

Parameters Kerberos Versuons 4 Kerberos Versmns 5 1
s _031 _a_lgon -------- i ed ..................... DESOHIY __________________________________________________________________________ - DES and Other encrypnons
Ticket lifetime = —
RO Aty Wi rmr;ﬁel;n_lt_s' Meimumne 1280 ‘Start and end time is arbitrary

Message byte ordering

.............................................

R——

Abstract syntax notation on

i i U e ; baSlS EnCOdmg rules
. Password attack Initial ¢ Y
; ' equest in clear and use N
1 it for offlj eed to send
b SRR S S — i ﬂe?ﬁadf mmmmmmm e P _fg—authenhcatzon data s
j‘f«?_" t]w_zllehfmhe?irympﬁtl g n Supported N t .....................................................................
................................................................... Q Supported
Sessmn A paeh e Pl fe - IR O Tl S T
Replay risk using.
S RN B e L P tlcket o 8 rep cated Sub session key once only
}_Il ........................................................................................................................................................................... e
erard\Y of Realms Lmuts to pairs 2 e et it
ransiti .
: arlSltl.Dn auowed s
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@ strengths of Kerberos

Weakness of Kerberos

1.
2.

Tickets have a limited lifetime, so if the

i are stolen, i is limited to
the time frame that the ticket is valig. ’ b At _

Authenticah'or} through the AS on]

y has to happen once. This makes the security
of Kerberos more convenient. ’

. Shared secret keys between clients and services are more efficient than

P

public-keys.

. Many implementations of Kerberos have a lar_ge support base and have been put

through serious testing.

Authenticators, created by clients, can only be used once. This feature prevents the
use of stolen authenticators.

-

Kerberos. only provides authentication for clients and services.

Kerberos 4 uses DES, which has been shown to be vulnerable to
brute-force-attacks with little computing power. !

The prinéipal—key database on the KDC has to be hardened or else bad things can
happen. - '

Like any security tool, it is also vulnerable to users making poor password

choices.

Kerberos doesn't work well in a time-sharing environment.

Kerberos requires a continuously available Kerberos Server. If the Kerberos Server

goes down, the Kerberos networ |
rotect against modifications to system software like Trojan

k is unusable.

Kerberos does not p
horses.

i ma-rmm‘s® - an up-thrust for Knewieage
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XX Difference between Kerberos and SSL L

' it ssL TRy

B b ——— . AR
|1 Uses private key encryption. Uses public key enc .
} . e e b B v bt o~
2 G S N LS A MU VPO B . A

2 Based on the trusted third party. Based on cer

3 Ideal for network environment.  Ideal for the WWW. e
3 4 . Key revocation can be accomplished by Key revocation requires revocation server

disabling a user at the authentication server

Password resides in user’s minds where they

Kerberos open source and free available.

they are subject to being cracked.

to keep track of bad certlflcate o

Certificates sit on a user hard drive where

Uses I'Jatentécl material, so the service is not |

free. : ; s

)

i
5

{

Elaborately explain Kerberos authentication mechanism with suitable diagrams.

Explain Kerberos Version 4 in detail.

Explain briefly about the architecture and certification mechanisms

AU : May-14, Marks 16
AU : May-15, Marks 16

in K_erberos and X.509.

| AU : May-18, Marks 16

What is Kerberos ? Explain how it provides authenticated service. AU : May-19, Marks 7 |}

Discuss the four requirements of Kerberos.

(2.9 |
lQ.]. )
Ans. :

Q.2

Ans, :

Two Marks Q

* Sequence modification
between parties, mcludir{g

. Timing modification : De]

What is public-key certificate ?

AU : Dec.-21, Marks 4 §
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iy What are the requirements for the
_ se

| ans.: ® Any participant can read a certify
~ of the certificate’s OwWiies Cate to determine the name and public key

| ¢ Any participant can verify th,
| authority and is not éounterfe_it.

of a public-key certificate scheme ?

at th " e |
the certificate originated from the certificate

: I 01'\.1 the certifi ; : . )
| o y cate authorlty c_:m Create and update certificates

e Any participant can verify the currenc

| : of th if
_! a5 What is the life cycle of a Koy 7 y e certificate,

" Ans. : Keys have limi ifeti | .
Ans y Imited lifetimes for a number of reasons. The most important reason

15 protection against cr.yptanalysis. Each time the key is used, it generates a number of |
| ciphertexts. Ford describes the life cycle of a key as follows : :

o key generation and possibly registration for a public key.

o key distribution- ' ‘

o key activation/deactivation

o key replacément or key update

e key revbcation

e key termination, involving destruction and possibly archival.

Q6 Define password protection. ‘
| Ans.: Password protection is the front line protection against intruder to the system. A

| password authenticate the ID and provides security to the system.
| AU : Dec.-15

*

Q.7 Name the authentication protocols. .
an authentication protocol. It provides a way to authenticate clients

to services to each other through a trusted third party. | |
Q8 List four requirements that were defined for kerberos. _

urity, Reliability, Transparency and Scalability. -

| Ans. : Kerberos is

Ans. : Requirement of Kerberos: Sec ‘
Q9  List any four password selection strategies. |
' ' ' rds four basic techniques are suggested.

Ans.: e In order to eliminate gaussable passwo

1. User education

2. Computer genera
3. Reactive password checking

4. Proactive password checking . T e
- g ; AU : May-17 &

' Q10 i ' i types of authentication p(qto.col. thentications symmetric vs i

| Specify the various tyP : e 1S, )

- -way au
|Ans.:  Authentication protocols are Ml;t;a;r‘;iozg y
Public-key approawwﬁw --------

ted password

. un-thrust for knowledge



2-38 Key Management and Authenﬁ(,a%n

i
|
|
|

: - Network Security

______ . R e T \\:

and to establish session keys.
| Q.12 What entities constitute a fu

" Ans. : A full -service environment consists of a Kerberos server,
" and a number of application servers. '

' Q13 What are the principle differences between Kerberos v

| difficult to carry out. Also, no known collisions hav

; alﬁor }}om authentication protocols ?7

. ide | bility to verify author, date ‘and time |
| T . omatures provide the a - Ve . ' of
Ans. : Digital Slg“:te message contents and verified by third parties to resolye

i , authentic _ . s
Zl-gmt‘: Authentication Protocols used to convince parties of each others and 1d9nt1ty
ISpll . i

Q.11 How digital signature

ll-service Kerberos environment ?

a number of cliens

ersion 4 and version 5 7

i) Kerberos V.4 requires DES and V.5 allows many encryption techniques.
ii) V.4 requires use of IP and V.5 allows other network protocols.

Ans. :

iii) Version 5 has a longer ticket lifetime.

iv) Version 5 allows tickets to be renewed.

v) Version 5 can accept' any symmetric-key algorithm.

vi) Version 5 uses a different protocol for describing data types.:
vii) Version 5 has more ovérhead than version 4.

Q.14 When are the certificates revoked in X.509 ? : ' ;
Ans. : The certificate should be revoked before expiry because of following reasons :

1. User's private key is compromised.
2. User is not certified by CA.

3. CA's certificate is compromised.

' Q15 Show how SHA is more secure than MD5 ? ' | ; W

Ans. : SHA is more secure than MD5 due to a va

. y ; riety of reasons. First i ces a
larger digest, 160-bit compared to 128-bit, so a brut il i o L

e been found for SHA.

Q.16 What is realm in Kerberos ? '
; ; AU o
e domain over which a Kerberos authentication servel

Ans. : A Kerberos realm is th
has the authority to authenticat

always the upper case version
The Kerberos server shares a.

e a user, host or
of the name of t

es " o .
database. ; © managed "nodes” that share the same Kerber®

17 ' | ' ' |
Q. What entities constitute a ful| service in Kerberos anvi ‘ lﬂm '
ViFANRmAané M C »

e force attack would be much more.

Y/

er Kerberos servers. Therefores | -
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i

Ans: nt

I er of applicati¢ T e .
| and @ numb PP 11catlon Servers, %?TOB server, a number of clients,

i'ialB What is key distribution Center 7
iEAnS-: A key distribution centey is
su ch as hosts, processes, application

S|

distribut:_ion center for Purposes of k : ¢ Must share a unique key with the key |

ARS. i ,

o It is easy to add and remoye entities from the network

» Each entity needs to store only one long-term secret key

o The public file Icould reside with each entity.
- o Prevent an active adversary from im
Q20 What is key management?

Ans. : Key management is the set of technj

establishment and maintenance of keying relatio

personation..

ques and procedures supporting the
nships between authorized parties.-

50.21 What is master key? .

Ans. : Session keys are transmitted in encrypted form, using' a master key that is -

shared by the key distribution center and an end system or user.

Q22 Define session key.

Ans. : Communication between end systems is encrypted using a temporary key, often

 referred to as a session key.

Q23 What is PKI? ;

Ans.: A Public-Key Infrastructure (PKI) is defined as the set of hardware, software,
| people, policies, and procedures needed to create, manage, store, distribute, and revoke

' digital certificates based on asymmetric cryPtography.

Q24 What is key distribution?
Ans, : Key distribution is the function t

ei(change secure encrypted data. Some
Provide for the secure distribution of keys:

Q25 What is digital certificate?
Ans, . Certificates are digital documents
“Mmunicating parties. |

Q26  wWhat is Certification Authority?

. " th
Ans, . The trusted party who issues certificates to

Certification Authority.

e identified end entities is called a

e ——————

e o e e e SR

hat delivers a key to two parties who wish to
sort of mechanism or protocol is needed to

that are used for secure authentication of




Ly ’I . 1
l*’ :

Network Security

"2-40 Key Management and AL.vthern‘k:aﬂon

l
!

|

and has not been replayed by an opponent.

Q.27 Whatis a nonce? ' | ﬁ
Ans. : A random value to be repeated in message to assure, that the response is freg), |
l
Q.28 What is ticket-granting server ? ' ‘

. Ans. : A server that issues tickets for a desued service which are in turn given to UBers
| for access to the service. The TGS usually runs on the same host as the KDC.

Est Define Kerberos. i - R ' |

_ Ans. : Kerberos is an authentication protocol. It provides a way to authenticate cliens ;-

to services to each other through a trusted third party.

- Q30 Define Realm

Ans. : A network that uses Kerberos composed of one or more servers called KDCs

' and a potentially large number of clients.

Q.31 What is challenge/response ?

- Ans. : Party A, expecting a fresh messagé from B, first sends B a nonce(challenge) and
| requires that the subsequent message (response) received from B contain the correct
nonce value. -

| Q.32 Define Kerberos realm.

Ans. : Kerberos realm is a set of managed nodes that share the same Kerberos

database

Qoo



